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Abstract. Quantum algorithm puts serious threats to information security. Quantum
cryptography offers new solutions to this problem. As an important branch of quantum
cryptography, quantum secure direct communication (QSDC) transmits secret information
directly through a quantum channel. QSDC has no key, no ciphertext, and eliminates the
known security loopholes in traditional secure communication. QSDC has changed the
structure of secure communication fundamentally. Here we give a survey of QSDC in
terms of principle and recent developments.
Keywords: Quantum Secure Direct Communication, Quantum cryptography, Duality
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I. INTRODUCTION
Secure communication is vitally important in military, national security and everyday life.
Classical cryptography protects information security with computational complexity [1].
However, quantum computer [2-4] puts serious threats to classical cryptography, due to its
quantum parallelism [5-8]. To resists the quantum attack, one way is to construct post-quantum
protocols in classical cryptography [9]. However, its security against quantum attack has not
been proven. In particular, development in quantum algorithm is fast, after some slow period
[10]. The use of linear combination of unitaries in duality quantum computing [11-14] offers
great flexibility in designing quantum algorithm, for instance the recent quantum algorithms [1518] all use linear combination of unitaries [19-20]. The security of classical protocols against
quantum attack is being actively explored.
Another way is to use quantum cryptography. In quantum communication legitimate users can
detect eavesdropping on-site. There are three forms of quantum secure communication, quantum
key distribution (QKD) [21], quantum secret sharing [22] quantum secure direct communication
(QSDC) [23]. QKD has progressed rapidly [24,25]. QKD based secure communication is a twostage process. In the first stage, a key is established and in the second stage, the key is used to
encrypt the message into ciphertext and then be communicated using a classical communication.
In QSDC, information is sent securely through a quantum channel without setting up a prior
key [23,26,27]. The secure direct nature of QSDC makes it an important cryptographic primitive.
Protocols of quantum signature [28], quantum dialogue [29,30], and quantum direct secret
sharing [31] have been constructed based on QSDC. Recent experimental verifications of the
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DL04 QSDC protocol [32] with single photons under noisy channel and QSDC protocols with
entangled photons [33] have firmly verified the basic principles of QSDC.
II. STRUCTURE OF SECURE COMMUNICATION AND QSDC

FIGURE 1. Structure of Secure Communications. Key is distributed using secure key distribution channel. Then the key is
transferred from the key distribution channel to the communication channel at the sender and receiver's sites. Plaintext from
sender Alice is encrypted into ciphertext and the ciphertext is transmitted through a public channel to the receiver Bob. Bob
decrypts the ciphertext using the key into plaintext.

The structure of a general secure communication is shown in Figure 1. It consists of two
channels, one for key distribution and one for ciphertext transmission. There are four possible
security loopholes: 1) an eavesdropper can steal key at the key distribution channel; 2) Eve can
steal the key while it is transferred from the key distribution to the communication terminal; 3)
Eve can steal the key when it is transferred from the key distribution to the communication
terminal at the receiver's site; 4) Eve can steal the ciphertext in the public channel. Loopholes at
users' sites are ignored usually, but it may turn out to be a serious problem when the sites become
complicated and modern eavesdropping technology becomes more sophisticated. Usually, the
key is distributed using the RSA protocol, and the ciphertext is encrypted using the AES
protocol. Using QKD, the key distribution is guaranteed with security, but the other security
loopholes still remain.
In 2000, Long and Liu proposed the first QSDC protocol using EPR pairs [23]. In QSDC, the
legitimate users can not only detect eavesdropping, but also avoid the information leakage when
Eve is found. This is due to the use of block data transmission technique proposed in [23]. To
better understand the process, we describe briefly the procedure of this protocol.
An EPR pair can be in any one of the 4 states:
1

1

1

1

|ψ1〉= �2(|00〉+|11〉), |ψ2〉=�2(|00〉-|11〉), |ψ3〉=�2(|01〉+|10〉), |ψ2〉=�2(|01〉-|10〉)

Alice and Bob agree beforehand that |ψ1〉,|ψ2〉,|ψ3〉 and |ψ4〉 are encoded as 00,01,10,11
respectively. Alice produces an ordered N EPR pair sequence, which is denoted by [(P1(1),
P1(2)), (P2(1), P2(2)), ... (Pi(1), Pi(2)),...,(PN(1), PN(2))], where Pi(1) denotes one particle in the
i-th EPR pair, and Pi(2) for the other. The order of these N EPR pairs is maintained throughout
the QSDC process. The detailed 4 steps are as follows:
(1) Alice produces an ordered N EPR pair sequence, [(P1(1), P1(2)), (P2(1), P2(2)), ...,(Pi(1),
Pi(2)),..., (PN(1), PN(2))] according to the message bit sequence. The sequence also contains some
checking EPR pairs which are inserted into the sequence randomly.
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Alice takes one particle from each EPR pair to form the first ordered particle sequence:
[P1(1), P2(1), P3(1), ...,PN(1)]. The rest of the EPR particles form the second ordered particle
sequence: [P1(2), P1(2), P3(2), ...,PN(2)]. Alice sends Bob the second ordered particle sequence:
[P1(2), P2(2), P3(2), ...,PN(2)].
(2) After Bob receives the second particle sequence, he acknowledges the fact to Alice. Alice
chooses some of the particles randomly in the first particle sequence from the checking EPR
pairs and performs measurement on the particles randomly in the {0,1}-basis or {+, -}-basis.
Alice also notifies Bob the positions of these particles, and Bob performs measurement on the
corresponding particles by choosing randomly the {0,1} basis or the {+,-}-basis. Bob stores the
rest of the particles of his particle sequence.
Then Bob publicly announces the basis and the outcome of his measurement. Based on these
information, Alice and Bob can estimate the error rate, and determine if there exists
eavesdropping. If the error rate is below a threshold, say 11%, then they go to step (3), otherwise
they terminate the process. This is the first security check.
(3) If they are certain that there is no eavesdropping, then Alice sends Bob the first particle
sequence: [P1(1), P2(1), P3(1), ...,Pi(1)]. Of course, the particles that have been measured are
dropped from this particle sequence.
After Bob receives this particle-sequence, he pairs up the particles from the two particle
sequences in the right order and performs Bell-basis measurement on them. He records the
results of these measurements.
(4) Alice then asks Bob to announce the measurement results of the remaining checking
particles to estimate the error rate. If the error rate in this check is below the threshold, then the
Bell-basis measurement results are the transmitted message. Then the direct communication is
completed. This step is the second security check to ensure the transmission of the first ordered
sequence is not eavesdropped so that the information transmitted is correct. In this step, Eve’s
action can ony destroy, but not steal the transmitted information.
The structure of secure communication with QSDC is given in Figure 2. In QSDC, there is no
key distribution, no ciphertext transmission, and all the four security loopholes associated with
traditional secure communications are eliminated. In particular, the structure of secure
communication has been changed fundamentally. There is only one quantum channel.
Subsequently, other QSDC protocols were proposed, e.g., the two-step QSDC [26], where the
information is encoded in quantum operation, and the DL04 QSDC protocol [27], which uses
single photons instead of entangled photon pairs.

FIGURE 2. Structure of Secure Communication with QSDC. It has fundamentally changed the structure of secure
communication. There is no key, no ciphertext. QSDC has eliminated all the four security loopholes in secure communication.
The classical sideline is used to exchange the information of the eavesdropping check.
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III. CURRENT STATUS AND PERSPECTIVE
Quantum computer attacks of classical cryptography is a big threat. Quantum algorithms with
product of unitary operations, represented by the quantum factorization algorithm and quantum
search algorithm, have achieved breakthroughs and greatly pushed forward the study of quantum
information. However, the restriction of product of unitary operations hindered the use of skills
and techniques in classical algorithms design. The duality quantum computing formalism allows
the use of linear combination of unitary operations in quantum computing, and it bridges the gap
between quantum and classical algorithms, and opens a new way for constructing quantum
algorithms. Recent development in quantum algorithms has already shown the power of such
formalism. It is expected that it will be extensively used in quantum computers, when practical
quantum computers become available.
QSDC has been developed steadily over the past 17 years. Experimental demonstration and
implementation of the QSDC protocols are the main focus of current researches. The singlephoton based DL04-QSDC protocol has been experimentally demonstrated over the years, firstly
with the N=1 special case in ref. [34]. In 2013, the Beijing University of Posts and
Telecommunication group [35] has demonstrated a quantum secret sharing scheme [36] which is
based on the DL04-QSDC protocol. In 2016, Shanxi University and Tsinghua University joint
group has proposed DL04 QSDC protocol with frequency coding, which can resist both loss and
error in a noisy environment, and demonstrated it experimentally [37]. Recently, the USTC and
Nanjing University of Posts and Telecommunication joint group has just realized the
entanglement-based QSDC protocols [23,26] using the state-of-the-arts quantum memory [33].
Last year, another group has just demonstrated the two QSDC protocols [23,26] in long-distance
fiber [38]. These experiments have pushed the progress of experimental QSDC greatly. They
have been reported not only academic professional websites such as in phys.org [39] and MIT
technology review [40], but also by security experts [41,42] and the US national security website
[43,44].
It should be pointed out that QSDC can be implemented with the current technology with
comparable performance parameters such as communication rate and distance as QKD. Quantum
memory is the key device for long-distance QSDC and QKD. As there has been no sophisticated
quantum memory, optical fiber delay is the practical substitute for quantum memory. It is
estimated that the distance of QSDC using single photons is about a quarter of the distance of the
BB84 QKD protocol, and about half of the distance of QKD with entanglement. Practical
implementation of QSDC will be the major task in the near future. Theoretically, security proof
with explicit threshold of errors are also important subject of study.
IV. CONCLUSION
QSDC is a new form of secure communication. It is distinctive of three “No”s and one“new”:
it has No secret keys, No ciphertext, No known security loopholes, and it establishes a new
structure of secure communication. Because it does not use key, the security loophole in the key
distribution channel is eliminated, and the security loophole in the key storage and transition is
eliminated, and the security loophole in the ciphertext attack is eliminated. Many of the security
disasters are because of human errors. QSDC decreases the human factor to a minimum, and it
has a big advantage in the security. Meanwhile, as quantum technology, in particular, quantum
key distribution, is developing fast and is ready for practical application, it is time to study
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QSDC, the new generation of perfect secure communication [40]. Currently, a working
prototype of QSDC is being built in Tsinghua. QSDC could be very useful in some special
operation tasks [41]. We expect more development in QSDC in the near future.
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